12/18/24, 2:03 PM

Regression report

Date: 2024-12-18 Time: 14-03-07

Summary report

ldap

Testcase Complete Summary: Total: 26, Passed: 26, Failed: 0

Detailed report of ldap

Module

Testcase summary: Total: 26, Passed: 26, Failed: (

Testcase name Status
test case 01.1 Passed
test case 01.2 Passed
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User Input

Input: [
{
"binddn": "CN=example.com",
"map": {
"default attribute": [
{

"from": "attrl",
"to": "attr2"

}s
{

"from": "attr3",
"to": "attr4"

}
1
"objectclass": [
{
"from": "attrl",
"to": "attr3"

]
}s

"name"”: "global",
"port": 389,
"servers": [

{

}s
{

"address": "89.0.142.86"

"address": "244.178.44.111",

"port": 1550,
"priority": 10,
"ssl": "start tls”
}
1,

"version": 3

"idle timelimit": 25,

"name": "nss",

"nss_base _netgroup”: "groupl”,
"nss_base sudoers": "sudol",
"scope": "sub",

"timelimit": 15

Input: [

"binddn": "CN=example.com",
"map": {
"default attribute": [
{
"from": "attrl",
"to": "attr2"

}s
{

"from": "attr3",
"to": "attr4"

}
1,
"objectclass": [
{
"from": "attrl",
"to": "attr3"

]
}s

"name"”: "global",
"port": 389,
"servers": [

{

Total testcases

Commands

Commands: [

{
"binddn": "CN=example.com",
llmapll: {
"default attribute": [
{
"from": "attrl",
"to": "attr2"

}s
{

"from": "attr3",
"to": "attr4"

}
1
"objectclass": [
{
"from": "attrl",
"to": "attr3"

]
}s

"name": "global",
"port": 389,
"servers": [

{

}s
{

"address": "89.0.142.86"

"address": "244.178.44.111",

"port": 1550,
"priority": 10,
"ssl": "start tls”
}
1,

"state": "merged”,
"version": 3

"idle timelimit": 25,

"name": "nss",
"nss_base_netgroup”: "groupl”,
"nss_base sudoers": "sudol",
"scope”: "sub",

"state": "merged",
"timelimit": 15

Commands: []
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26

Before

Before: []
Before: [
{

"binddn": "CN=example.com",
Ilmapll: {
"default attribute": [

{
"from": "attrl",
"to": "attr2"
}s
{
"from": "attr3",
"to": "attr4"
}
15
"objectclass": [
{
"from": "attrl",
"to": "attr3"
}
]
}s
"name"”: "global",
"port": 389,

"servers": [

{

Passed

After

After: [
{

"binddn": "CN=example.com",
"map": {
"default _attribute": [
{
"from": "attrl",
"to": "attr2"

}s
{

"from": "attr3",
"to": "attr4"

}
15
"objectclass": [
{
"from": "attrl",
"to": "attr3"

]
}s

"name"”: "global",
"port": 389,
"servers": [

{
"address": "89.0.142.86"

}s
{

"address": "244.178.44.111",

"port": 1550,
"priority": 10,
"ssl": "start tls”
}
1,

"version": 3

"idle timelimit": 25,

"name"”: "nss",

"nss_base _netgroup”: "groupl”,
"nss_base _sudoers": "sudol",
"scope": "sub",

"timelimit": 15

After: "Not defined"

Failed

Module exception

Error:

Error:

"No Error"

"No Error"
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Testcase name Status
test case 02.1 Passed
test case 02.2 Passed
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User Input

"address": "89.0.142.86"

"address": "244.178.44.111",
"port": 1550,
"priority": 10,
"ssl": "start tls”
}
1,

"version": 3

"idle timelimit": 25,

"name": "nss",
"nss_base_netgroup”: "groupl”,
"nss_base_sudoers": "sudol",
"scope"”: "sub",

"timelimit": 15

Input: [

"base": "admin",

"binddn": "CN=example.com",
"name": "pam",

"pam_login attribute": "loginattrstring",
"retry"”: 3,

"scope": "one"

"name"”: "global",

"nss_base passwd": "password",
"nss_skipmembers"”: false,

"pam_login attribute": "loginattrstring",
"vrf": "VrfRegl"

"base": "base name",
"bindpw": {
"encrypted": true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s

"name": "sudo",

"sudoers_search_ filter": "filterl",
"timelimit": 10,

"version": 3

Input: [

{

"base": "admin",

"binddn": "CN=example.com",
"name": "pam",

"pam_login attribute": "loginattrstring",
"retry": 3,

"scope": "one"

"name": "global",

"nss_base passwd": "password",
"nss_skipmembers"”: false,

"pam_login attribute": "loginattrstring",

Commands

Commands: [

{
"base": "admin",
"binddn": "CN=example.com",
"name": "pam",
"pam_login_ attribute": "loginattrstring",
"retry"”: 3,
"scope": "one",
"state": "merged”
}s
{
"name": "global",
"nss_base passwd": "VALUE_SPECIFIED IN NO LOG_PARAMETER",
"nss_skipmembers": false,
"pam_login_attribute”: "loginattrstring",
"state": "merged",
"vrt": "VrfRegl"
}s
{
"base": "base name",
"bindpw": {
"encrypted”: true,
"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="
}s
"name": "sudo",
"state": "merged",
"sudoers _search_filter": "filterl",
"timelimit": 10,
"version": 3
}

Commands: []
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Before

"address": "89.0.142.86"

"address": "244.178.44.111",
"port": 1550,
"priority": 10,
"ssl": "start tls"
}
1,

"version": 3

"idle timelimit": 25,

"name": "nss",
"nss_base_netgroup”: "groupl”,
"nss_base_sudoers": "sudol",
"scope"”: "sub",

"timelimit": 15

Before: |

{
"binddn": "CN=example.com",
llmapll: {
"default attribute": [
{
"from": "attrl",
"to": "attr2"

}s
{

"from": "attr3",
"to": "attr4"

}
1,
"objectclass": [
{
"from": "attrli",
"to": "attr3"

]
}s

"name”: "global",
"port": 389,
"servers": [

{

}s
{

"address": "89.0.142.86"

"address": "244.178.44.111",
"port": 1550,
"priority": 10,
"ssl": "start tls"
}
1,

"version": 3

"idle timelimit": 25,

"name": "nss",
"nss_base_netgroup”: "groupl”,
"nss_base _sudoers": "sudol",
"scope": "sub",

"timelimit": 15

Before: [

{
"binddn": "CN=example.com",
Ilmapll: {
"default attribute": [
{
"from": "attrl",
"tO" : llattr\zll

}s
{

"from": "attr3",
"to": "attr4"

1,

After:
{

After:

After

[

"binddn": "CN=example.com",
"map": {
"default _attribute": [
{
"from": "attrl",
"to": "attr2"

}s
{

"from": "attr3",
"to": "attr4"

}
1,
"objectclass": [
{
"from": "attrl",
"to": "attr3"

]
}s

"name"”: "global",

"nss_base passwd": "VALUE_SPECIFIED IN NO LOG_PARAMETER",

"nss_skipmembers": false,
"pam_login_attribute": "loginattrstring",
"port": 389,

"servers": [

{

}s
{

"address": "89.0.142.86"

"address": "244.178.44.111",
"port": 1550,
"priority": 10,
"ssl": "start tls”
}

1,

"version": 3,

"vrt": "VrfRegl"

"idle timelimit": 25,

"name": "nss",
"nss_base_netgroup”: "groupl”,
"nss_base sudoers”: "sudol",
"scope": "sub",

"timelimit": 15

"base": "admin",

"binddn": "CN=example.com",

"name”: "pam",

"pam_login_attribute": "loginattrstring",
"retry": 3,

"scope"”: "one"

"base”: "base name",
"bindpw": {
"encrypted”: true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s

"name": "sudo",
"sudoers_search_filter": "filterl",
"timelimit": 10,

"version": 3

"Not defined"

Module exception

Error: "No Error"

Error: "No Error"
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Testcase name Status

test case 03.1 Passed
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Input:

{

User Input

"vrf": "VrfRegl"

"base": "base name",
"bindpw": {
"encrypted": true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s
"name": "sudo",
"sudoers_search_filter": "filterl",

"timelimit": 10,
"version": 3

[
"idle timelimit": 20,
"map": {
"map_remote groups to_sonic _roles":
{
"remote_group": "userl",
"sonic_roles": [
"secadmin",
"admin"
]
}
]
}s
"name": "global",
"nss_base passwd": "password2",

"nss_skipmembers"”: false,

"pam_login_attribute": "loginattrstring2",

"servers": [

{
"address": "89.0.142.85"
}
1,
"SS]_": "O'F'F",

"vrf": "VrfReg2"

"base": "admin",
"bind_timelimit": 5,
"binddn": "CN=example.com",
"bindpw": {

"encrypted”: true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s
"name": "sudo",
"sudoers_search_filter": "filterl"”

Commands

Commands: [

{
"idle timelimit": 20,

llmapll: {
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Before

"objectclass": [

{
"from": "attrl",
"to": "attr3"
}
]
}s
"name": "global",

"nss_base passwd": "VALUE_SPECIFIED IN NO LOG_PARAMETER",

"nss_skipmembers": false,

"pam_login_attribute": "loginattrstring",
"port": 389,
"servers": [
{
"address": "89.0.142.86"
}s
{
"address": "244.178.44.111",
"port": 1550,
"priority": 10,
"ssl": "start tls"
}

1,
"version": 3,
"vrf": "VrfRegl"

"idle timelimit": 25,

"name": "nss",
"nss_base_netgroup”: "groupl”,
"nss_base sudoers”: "sudol",
"scope": "sub",

"timelimit": 15

"base": "admin",
"binddn": "CN=example.com",
Ilnamell: llpamllJ

"pam_login_attribute": "loginattrstring",

"retry": 3,
"scope”: "one"

"base": "base name",
"bindpw": {
"encrypted": true,

"pwd" : "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s

"name": "sudo",
"sudoers_search_filter": "filterl",
"timelimit": 10,

"version": 3

Before: [

{

"map_remote groups_to sonic roles": |

{

"remote_group": "userl",

"sonic_roles": [
"secadmin",
"admin"

]
}s

"name": "global",

"nss_base passwd": "VALUE_SPECIFIED IN NO_LOG_PARAMETER",
"pam_login_attribute": "loginattrstring2",

"servers": [

{
}
1
"ssl": "off",

"state"”: "merged",
"vrt": "VrfReg2"

"address": "89.0.142.85"

"base": "admin",
"bind_timelimit": 5,
"binddn": "CN=example.com",
"name": "sudo",

"state"”: "merged"

"binddn": "CN=example.com",
"map": {
"default _attribute": [
{
"from": "attrl",
"to": "attr2"

}s
{

"from": "attr3",
"to": "attr4”

}
1,
"objectclass": [
{
"from": "attrl",
"tO": llattr\3ll

]
}s

"name": "global",
"nss_base _passwd": "password”,
"nss_skipmembers": false,

"pam_login_attribute": "loginattrstring",

"port": 389,
"servers": [

{

}s
{

"address": "89.0.142.86"

"address": "244.178.44.111",
"port": 1550,
"priority": 10,
"ssl": "start tls"
}

1,

"version": 3,

"vrf": "VrfRegl"

"idle timelimit": 25,

"name": "nss",
"nss_base_netgroup”: "groupl”,
"nss_base sudoers": "sudol",
"scope": "sub",

"timelimit": 15

"base": "admin",

After:

After
[
"binddn": "CN=example.com",
"idle timelimit": 20,
"map": {
"default _attribute": [
{
"from": "attrl",
"to": "attr2"
}s
{
"from": "attr3",
"to": "attr4”
}
1,
"map_remote groups_to sonic _roles": [
{
"remote_group": "userl”,
"sonic_roles": [
"secadmin",
"admin"
]
}
1,
"objectclass": [
{
"from": "attrl",
"to": "attr3"
}
]
}s
"name”: "global",

"nss_base passwd": "VALUE_SPECIFIED IN NO LOG_PARAMETER",

"nss_skipmembers": false,

"pam_login_attribute": "loginattrstring2",

"port": 389,
"servers": [
{
"address": "89.0.142.85"
}s
{
"address": "89.0.142.86"
}s
{
"address": "244.178.44.111",
"port": 1550,
"priority": 10,
"ssl": "start tls”
}

1,

Module exception

Error: "No Error"
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Testcase name Status

test case 03.2 Passed
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Input:
{
¥
{

}

]

User Input

[

"idle timelimit": 20,
"map": {
"map_remote groups _to sonic _roles": |
{
"remote_group": "userl”,
"sonic_roles": [
"secadmin",
"admin"

]
}s
"name": "global",
"nss_base passwd": "password2",
"nss_skipmembers"”: false,
"pam_login attribute": "loginattrstring2",
"servers": [

{
}
1,

"SSl": "O'F'F")
"vrf": "VrfReg2"

"address": "89.0.142.85"

"base": "admin",
"bind_timelimit": 5,
"binddn": "CN=example.com",
"bindpw": {

"encrypted": true,

"pwd": "U2FsdGVkX19eY7P3qRyyjaFsQgjoSQE71IX6IeBRios="

}s

"name": "sudo",
"sudoers_search_filter": "filterl"

Commands:

[]

Commands
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Before
"binddn": "CN=example.com",
"name": "pam",
"pam_login_attribute": "loginattrstring",
"retry": 3,
"scope”: "one"
}s
{
"base”: "base name"”,
"bindpw": {
"encrypted”: true,
"pwd" : "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="
}s
"name": "sudo",
"sudoers_search_filter": "filterl",
"timelimit": 10,
"version": 3
}
]
Before: [
{
"binddn": "CN=example.com",
"idle timelimit": 20,
"map": {
"default attribute": [
{
"from": "attrl",
"to": "attr2"
}s
{
"from": "attr3",
"to": "attr4"
}
1,
"map_remote groups_to sonic roles": [
{
"remote_group": "userl”,
"sonic_roles": [
"secadmin",
"admin"
]
}
1,
"objectclass": [
{
"from": "attrl",
"to": "attr3"
}
|
}s
"name": "global",
"nss_base passwd": "VALUE_SPECIFIED IN NO_ LOG_PARAMETER",
"nss_skipmembers": false,
"pam_login_attribute": "loginattrstring2",
"port": 389,
"servers": [
{
"address": "89.0.142.85"
}s
{
"address": "89.0.142.86"
1
{
"address": "244.178.44.111",
"port": 1550,
"priority": 10,
"ssl": "start tls"
}
1,
"ssl": "off",
"version": 3,
"vrt": "VrfReg2"
}s
{
"idle timelimit": 25,
"name": "nss",
"nss_base_netgroup": "groupl”,
"nss_base sudoers”: "sudol",
"scope": "sub",
"timelimit": 15
}s
{

}s

"base": "admin",

"binddn": "CN=example.com",

"name": "pam",

"pam_login attribute": "loginattrstring",
"retry": 3,

"scope"”: "one"

After:

After
"ssl": "off",
"version": 3,
"vrf": "VrfReg2"
"idle timelimit": 25,
"name": "nss",
"nss_base_netgroup”: "groupl”,
"nss_base _sudoers": "sudol",
"scope": "sub",
"timelimit": 15
"base": "admin",
"binddn": "CN=example.com",
"name": "pam",
"pam_login_attribute”: "loginattrstring”,
"retry"”: 3,
"scope": "one"
"base": "admin",
"bind timelimit": 5,
"binddn": "CN=example.com",
"bindpw": {

"encrypted": true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s
"name"”: "sudo",
"sudoers_search_filter": "filterl®,

"timelimit": 10,
"version": 3

"Not defined"

Module exception

Error:

"No Error"
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After Module exception

Testcase name Status User Input Commands Before

"base": "admin",
"bind_timelimit": 5,
"binddn": "CN=example.com",
"bindpw": {
"encrypted": true,
"pwd": "U2FsdGVkX19eY7P3qRyyjaFsQgjoSQE71IX6IeBRios="

}s

"name": "sudo",

"sudoers_search filter": "filterl",
"timelimit": 10,

"version": 3

5/18
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Testcase name Status
test case 04.1 Passed
test case 04.2 Passed

tftpboot-maa-01.force 10networks.com/tftpboot/users/aravind.m1/regression-2024-12-18-14-03-07.html

User Input
Input: [
{
"binddn": "CN=example.com",
"idle timelimit": 20,
"name": "nss",
"nss_base_netgroup”: "group2",
"nss_base sudoers”: "sudol",
"scope": "sub"
}s
{
"base": "admin",
"binddn": "CN=example.com",
"bindpw": {
"encrypted”: true,
"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="
}
"name": "pam",
"retry": 3,
"scope": "one"
}s
{
"map": {
"map_remote groups_to sonic _roles": [
{
"remote_group": "userl”,
"sonic_roles": [
"secadmin",
"operator”
|
}
]
}s
"name”: "global",
"security profile": "default”
}
]
Input: [
{
"binddn": "CN=example.com",
"idle timelimit": 20,
"name": "nss",
"nss_base_netgroup": "group2",
"nss_base_sudoers": "sudol",
"scope”: "sub"
}s
{
"base": "admin",
"binddn": "CN=example.com",

"bindpw": {
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Commands

Commands: [

{
"binddn": "CN=example.com",
"idle timelimit": 20,
"name": "nss",
"nss_base_netgroup”: "group2",
"state": "merged”
}
{
"bindpw": {
"encrypted"”: true,
"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="
3
"name": "pam",
"state"”: "merged"
}s
{
"map": {
"map_remote groups_to sonic roles": |
{
"remote_group": "userl”,
"sonic_roles": [
"secadmin",
"operator"”
]
}
]
}s
"name": "global",
"security profile": "default",
"state": "merged"
}

Commands: []

Before
Before: [
{
"binddn": "CN=example.com",
"idle timelimit": 20,
"map": {
"default attribute": [
{
"from": "attrl",
"to": "attr2"
}s
{
"from": "attr3",
"to": "attr4"
}
1,
"map_remote groups_to sonic roles": |
{
"remote_group": "userl",
"sonic_roles": [
"secadmin",
"admin™
]
}
1,
"objectclass": |
{
"from": "attrli",
"to": "attr3"
}
]
}s
"name": "global",
"nss_base passwd": "password2",

"nss_skipmembers"”: false,
"pam_login_attribute”: "loginattrstring2",

"port": 389,
"servers": [
{
"address": "89.0.142.85"
}s
{
"address": "89.0.142.86"
}s
{
"address": "244.178.44.111",
"port": 1550,

"priority": 10,
"ssl": "start tls"

¥

1,
llsslll: IIO_F_FII,

"version": 3,
"vrft": "VrfReg2"

"idle timelimit": 25,

"name": "nss",
"nss_base_netgroup”: "groupl”,
"nss_base sudoers": "sudol",
"scope": "sub",

"timelimit": 15

"base": "admin",

"binddn": "CN=example.com",
"name": "pam",
"pam_login_attribute”:
"retry": 3,

"scope”: "one"

"loginattrstring”,

"base": "admin",
"bind timelimit": 5,
"binddn": "CN=example.com",
"bindpw": {

"encrypted”: true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="
}s
"name": "sudo",
"sudoers _search_filter": "filterl",
"timelimit": 10,
"version": 3

Before: [
{

"binddn": "CN=example.com",

"idle timelimit": 20,

"map": {

"default attribute": [
{

"from": "attrl",
"to": "attr2"

¥
{

"from": "attr3",
"to": "attr4"

After:
{

After:

After
[
"binddn": "CN=example.com",
"idle timelimit": 20,
"map": {
"default _attribute": [
{
"from": "attrl",
"to": "attr2"
}s
{
"from": "attr3",
"to": "attr4"
}
1,
"map_remote groups_to sonic roles": |
{
"remote_group": "userl",
"sonic_roles": [
"secadmin",
"operator"”
]
}
1,
"objectclass": |
{
"from": "attrl",
"to": "attr3"
}
]
}s
"name"”: "global",
"nss_base passwd": "password2",
"nss_skipmembers": false,
"pam_login attribute": "loginattrstring2",
"port": 389,
"security profile": "default",
"servers": [
{
"address": "89.0.142.85"
}s
{
"address": "89.0.142.86"
}s
{
"address": "244.178.44.111",
"port": 1550,
"priority": 10,
"ssl": "start tls"
}
1,
"ssl": "off",
"version": 3,
"vrf": "VrfReg2"
"binddn": "CN=example.com",
"idle timelimit": 20,
"name": "nss",
"nss_base_netgroup”: "group2",
"nss_base sudoers”: "sudol",
"scope": "sub",
"timelimit": 15
"base": "admin",
"binddn": "CN=example.com",
"bindpw": {
"encrypted”: true,
"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="
}s
"name"”: "pam",
"pam_login_attribute": "loginattrstring”,
"retry"”: 3,
"scope": "one"
"base": "admin",
"bind _timelimit": 5,
"binddn": "CN=example.com",
"bindpw": {
"encrypted": true,
"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="
}s
"name": "sudo",
"sudoers _search_filter": "filterl",
"timelimit": 10,
"version": 3
"Not defined"

Module exception

Error:

Error:

IINO

IINO

Error"

Error"
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Testcase name

test case del 01.1

Status

Passed

tftpboot-maa-01.force 10networks.com/tftpboot/users/aravind.m1/regression-2024-12-18-14-03-07.html

User Input

"encrypted": true,

"pwd" : "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s
"name": "pam",
"retry"”: 3,
"scope": "one"
}s
{
"map": {
"map_remote groups_to sonic_roles": [
{
"remote_group": "userl”,
"sonic_roles": [
"secadmin",
"operator”
]
}
]
}
"name"”: "global",
"security profile": "default”
}
]
Input: [
{
"map": {
"map_remote groups_to sonic_roles": [
{
"remote_group": "userl”,
"sonic_roles": [
"secadmin”
]
}
]
}s
"name"”: "global",
"nss_base passwd": "password2",
"security profile": "default",
"servers": [
{
"address": "89.0.142.86"
}
{
"address": "244.178.44.111"
}
1,
"vrf": "VrfReg2"
}s
{

"base": "admin",
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Commands

Commands: [

{
"map": {
"map_remote groups_to sonic roles": [
{
"remote_group": "userl”,
"sonic_roles": [
"operator"”,
"secadmin"

]
}s

"name": "global",

"nss_base passwd": "VALUE_SPECIFIED IN NO LOG_PARAMETER",

"security profile": "default",
"servers": [

{

¥
{

}
1,

"state": "deleted",
"vrf": "VrfReg2"

"address": "244.178.44.111"

"address": "89.0.142.86"

}s

Before
}
1,
"map_remote groups_to sonic roles": [
{
"remote_group": "userl”,
"sonic_roles": |
"secadmin",
"operator”
]
}
1,
"objectclass": [
{
"from": "attrl",
"to": "attr3"
}
]
}s
"name": "global",
"nss_base passwd": "password2",

"nss_skipmembers": false,
"pam_login_attribute": "loginattrstring2",
"port": 389,

"security profile": "default",
"servers": [
{
"address": "89.0.142.85"
1
{
"address": "89.0.142.86"
}s
{
"address": "244.178.44.111",
"port": 1550,
"priority": 10,
"ssl": "start tls"
}
1,
"SSl": "O-F'F",

"version": 3,
"vrf": "VrfReg2"

"binddn": "CN=example.com",
"idle timelimit": 20,

"name": "nss",
"nss_base_netgroup": "group2",
"nss_base sudoers": "sudol",
"scope”: "sub",

"timelimit": 15

"base": "admin",
"binddn": "CN=example.com",
"bindpw": {

"encrypted”: true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s

"name": "pam",

"pam_login_attribute": "loginattrstring",
"retry": 3,

"scope": "one"

"base": "admin",
"bind timelimit": 5,
"binddn": "CN=example.com",
"bindpw": {

"encrypted”: true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s

"name": "sudo",

"sudoers _search_filter": "filterl",
"timelimit": 10,

"version": 3

Before: [

{

"binddn": "CN=example.com",
"idle timelimit": 20,
"map": {
"default _attribute": [
{
"from": "attri",
"to": "attr2"

}s
{

"from": "attr3",
"to": "attr4"

1,

"map_remote groups_to sonic _roles": [
"remote_group": "userl”,
"sonic_roles": [

"operator",
"secadmin”

}
1,

"objectclass": [

{

"from": "attrl",

After
After: [
{
"binddn": "CN=example.com",
"idle timelimit": 20,
"map": {
"default attribute": [
{
"from": "attrl",
"to": "attr2"
}s
{
"from": "attr3",
"to": "attr4"
}
1
"objectclass": |
{
"from": "attrl",
"to": "attr3"
}
]
}s
"name": "global",

"nss_skipmembers": false,

"pam_login_attribute": "loginattrstring2"

"port": 389,
"servers": [

Module exception

Error: "No Error"

7118



12/18/24, 2:03 PM

Testcase name Status

}

]

test case del 01.2 Passed ~ Input:

{
}s
{
}

]
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User Input

"binddn": "CN=example.com",
"bindpw": {

"encrypted": true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s
"name": "pam",
"retry": 3,
"scope”: "one"
[
"map": {
"map_remote groups to_sonic roles":
{

"remote_group": "userl”,
"sonic_roles": [
"secadmin”

]
}
]
}s
"name": "global",
"nss_base passwd": "password2",
"security profile": "default",
"servers": [
{
"address": "89.0.142.86"
}s
{
"address": "244.178.44.111"
}
1,

"vrf": "VrfReg2"

"base": "admin",
"binddn": "CN=example.com",
"bindpw": {

"encrypted"”: true,

"pwd" : "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s

llname": llpamll,
"retry": 3,
"Scope": l|onell

"base": "admin",
"binddn": "CN=example.com",
"bindpw": {

"encrypted”: true,
"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s

"name": "pam",
"retry": 3,
"scope"”: "one",
"state": "deleted"

Commands: []

Commands
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Before
"to": "attr3"

]
}s

"name”: "global"”,

"nss_base passwd": "VALUE_SPECIFIED IN NO LOG_PARAMETER",

"nss_skipmembers": false,
"pam_login_attribute": "loginattrstring2",
"port": 389,
"security profile": "default",
"servers": [
{
"address": "244.178.44.111",
"port": 1550,
"priority": 10,
"ssl": "start tls"

s
{
"address": "89.0.142.85"
s
{
"address": "89.0.142.86"
}
1,
IISSlIl: IIO_F_FII,

"version": 3,
"vrt": "VrfReg2"

}s
{
"binddn": "CN=example.com",
"idle timelimit": 20,
"name": "nss",
"nss_base_netgroup": "group2”,
"nss_base sudoers": "sudol",
"scope"”: "sub",
"timelimit": 15
}s
{
"base": "admin",
"binddn": "CN=example.com",
"bindpw": {
"encrypted": true,
"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="
}s
"name": "pam",
"pam_login attribute": "loginattrstring",
"retry": 3,
"scope": "one"
}s
{
"base": "admin",
"bind timelimit": 5,
"binddn": "CN=example.com",
"bindpw": {
"encrypted": true,
"pwd" : "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="
}s
"name": "sudo",
"sudoers_search_filter": "filterl",
"timelimit": 10,
"version": 3
}
Before: [
{
"binddn": "CN=example.com",
"idle timelimit": 20,
"map": {
"default attribute": [
{
"from": "attrl",
"to": "attr2"
}s
{
"from": "attr3",
"to": "attr4"
}
1,
"objectclass": [
{
"from": "attrl",
"to": "attr3"
}
]
}s
"name": "global",
"nss_skipmembers": false,
"pam_login_ attribute": "loginattrstring2",
"port": 389,
"servers": [
{
"address": "89.0.142.85"
}
1,
"ssl": "off",
"version": 3
}s
{
"binddn": "CN=example.com",
"idle timelimit": 20,
"name": "nss",
"nss_base_netgroup": "group2",
"nss_base sudoers”: "sudol",

"scope": "sub",

After:

After
{
"address": "89.0.142.85"
}
1,
"ssl": "off",

"version": 3

"binddn": "CN=example.com",
"idle timelimit": 20,

"name": "nss",
"nss_base_netgroup”: "group2",
"nss_base sudoers”: "sudol",
"scope": "sub",

"timelimit": 15

"name”: "pam",

"pam_login_attribute"”: "loginattrstring"
"base": "admin",

"bind _timelimit": 5,

"binddn": "CN=example.com",

"bindpw": {

"encrypted": true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

¥
"name"”: "sudo",
"sudoers_search_filter": "filterl",

"timelimit": 10,
"version": 3

"Not defined”

Module exception

Error:

"No Error"
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Testcase name Status
test case del 02.1 Passed
test case del 02.2 Passed
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Input: [
{
I|name": "nSS"
}s
{
"name": "sudo"
}
]
Input: [
{
"name”: "nss"
}s
{
"name": "sudo"
}
]

User Input

Commands: [
{
"name" :
"state":
}s
{
"name" :
"state":
}
]
Commands: []

"nSS",
"deleted”

llsudoll,
"deleted"

Commands
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Before

"timelimit": 15

Ilname": Ilpamll,
"pam_login_attribute": "loginattrstring"

"base": "admin",
"bind timelimit": 5,
"binddn": "CN=example.com",
"bindpw": {

"encrypted": true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s

"name": "sudo",
"sudoers_search_filter": "filterl",
"timelimit": 10,

"version": 3

Before: |

{

"binddn": "CN=example.com",
"idle timelimit": 20,
"map": {
"default attribute": [
{
"from": "attrl",
"to": "attr2"

¥
{

"from": "attr3",
"to": "attr4"

}
1,
"objectclass": [
{
"from": "attrl",
"to": "attr3"

]
}s

"name": "global",

"nss_skipmembers": false,
"pam_login_attribute": "loginattrstring2",
"port": 389,

"servers": [

{
¥
1,

IISSlIl: IIO_F_FII’
"version": 3

"address": "89.0.142.85"

"binddn": "CN=example.com",
"idle timelimit": 20,

"name": "nss",
"nss_base_netgroup": "group2",
"nss_base sudoers”: "sudol",
"scope": "sub",

"timelimit": 15

Ilnamell: llpam",
"pam_login_attribute": "loginattrstring"

"base": "admin",
"bind timelimit": 5,
"binddn": "CN=example.com",
"bindpw": {

"encrypted"”: true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s

"name": "sudo",
"sudoers_search_filter": "filterl",
"timelimit": 10,

"version": 3

Before: [

{

"binddn": "CN=example.com",
"idle timelimit": 20,

Ilmapll: {
"default attribute": [
{
"from": "attrl",
"to": "attr2"
}s
{
"from": "attr3",
"to": "attr4"
}
1,
"objectclass": [
{
"from": "attrl",
"tO": Ilattr‘3ll
}

After: [

After
{
"binddn": "CN=example.com",
"idle timelimit": 20,
"map": {
"default attribute": [
{
"from": "attrl",
"to": "attr2"
}s
{
"from": "attr3",
"to": "attr4”
}
1,
"objectclass": [
{
"from": "attrl",
"to": "attr3"
}
]
}s

"name": "global",

"nss_skipmembers": false,
"pam_login_attribute": "loginattrstring2",
"port": 389,

"servers": [

{
¥
1,

"SS]_": "O'F'F",
"version": 3

"address": "89.0.142.85"

llnamell: Ilpamll,
"pam_login_attribute": "loginattrstring"

After: "Not defined"

Error:

Error:

Module exception

"No Error"

"No Error"
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Testcase name Status
test case del 03.1 Passed
test case del 03.2 Passed
test case 05.1 Passed
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User Input

Input: [
{
"name”: "global”
}
]
Input: [
{
"name": "global"
}
]
Input: [
{

"bindpw": {
"encrypted”: true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s
l|mapll: {
"attribute": [
{
"from": "attrl",
"to": "attr3"
}
1,
"override_attribute": [
{
"from": "attrl",
lltoll : llattr‘zll
}s
{
"from": "attr3",
"to": "attr4”
}
]
}s

"name”: "global",
"servers": [

{
"address": "89.0.142.86",
"ssl1": "off"

}s

{
"address": "244.178.44.111",
"priority": 10,
"ssl1": "off"

}

}s

Commands
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Before

}s

"name": "global",

"nss_skipmembers": false,
"pam_login_attribute": "loginattrstring2",
"port": 389,

"servers": [

{
"address": "89.0.142.85"
}
1,
"ssl": "off",
"version": 3
}s
{
"name": "pam",
"pam_login_attribute": "loginattrstring"
}
]
Commands: [ Before: [
{ {
"name": "global", "binddn": "CN=example.com",
"state": "deleted" "idle timelimit": 20,
} "map”: {
] "default attribute": [
{
"from": "attri",
"to": "attr2"
}
{
"from": "attr3",
"to": "attr4”
}
1,
"objectclass": |
{
"from": "attrl",
"to": "attr3"
}
]
}s
"name"”: "global",
"nss_skipmembers": false,
"pam_login_attribute": "loginattrstring2",
"port": 389,
"servers": [
{
"address": "89.0.142.85"
}
1,
"ssl": "off",
"version": 3
}s
{
"name": "pam",
"pam_login_attribute": "loginattrstring"
}
]
Commands: [] Before: |
{
"name": "pam",
"pam_login_ attribute": "loginattrstring"
}
]
Commands: [ Before: |
{ {

"bindpw": { "name": "pam",
"encrypted": true, "pam_login attribute": "loginattrstring”
"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios=" }

}s ]

"map": {

"attribute": [
{
"from": "attrl",
"to": "attr3"
}
1,
"override attribute": [
{
"from": "attrl",
"to": "attr2"
}s
{
"from": "attr3",
"to": "attr4"
}
]

}s

"name": "global",

"servers": [

{
"address": "89.0.142.86",
"ssl": "off"
}s
{
"address": "244.178.44.111",
"priority": 10,
"ssl": "off"
}
1,
"state": "merged”

After:
{
}
]
After:
After:
{
s

After

[

llnamell: l|pamll,
"pam_login_ attribute": "loginattrstring"

"Not defined"

[

"bindpw": {
"encrypted”: true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s
"map": {
"attribute": [
{
"from": "attrl",
"to": "attr3"

}
1,
"override attribute": [
{
"from": "attrl",
"to": "attr2"

}s
{

"from": "attr3",
"to": "attr4"

]
}s

"name”: "global",
"servers": [
{
"address": "89.0.142.86",
"ssl": "off"

}s

{
"address": "244.178.44.111",

"priority": 10,
"SS]_": IIO_F_F"

Module exception

Error:

Error:

Error:

"No Error"

"No Error"

"No Error"

10/18



12/18/24, 2:03 PM

Testcase name Status

test case 05.2 Passed

test case replace 01.1 Passed
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User Input

"binddn": "CN=example.com",
"idle timelimit": 20,

"name": "nss",

"nss_base _netgroup”: "group2”,
"nss_base_sudoers": "sudol",
"scope"”: "sub",

"timelimit": 15

Input: [
{
"bindpw": {
"encrypted”: true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s
"map": {
"attribute": [
{
"from": "attrl",
"to": "attr3”

}
I,
"override attribute": [
{
"from": "attrl",
"to": "attr2"

}s
{

"from": "attr3",
"to": "attr4"

]
}s

"name"”: "global",
"servers": [
{
"address": "89.0.142.86",
"ssl1": "off"

}s

"address": "244.178.44.111",

"priority": 10,
"SS]_": llO_F_FII

"binddn": "CN=example.com",
"idle timelimit": 20,

"name": "nss",
"nss_base_netgroup”: "group2",
"nss_base sudoers": "sudol",
"scope": "sub",

"timelimit": 15

Input: [

"binddn": "CN=example.com",
"bindpw": {
"encrypted": true,

"pwd" : "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s
"map": {
"default _attribute": [
{
"from": "attrl",
"to": "attr2"
}s
{
"from": "attr3",
"to": "attr4”
}
1,
"map_remote groups _to sonic roles":
{
"remote_group": "userl”,
"sonic_roles": [
"secadmin",
"admin"
]
}s
{
"remote_group": "user2",
"sonic_roles": [
"secadmin”
|
}s
{

"remote_group": "user3",
"sonic_roles": [
"secadmin",
"admin",

Commands
"binddn": "CN=example.com",
"idle timelimit": 20,

"name": "nss",
"nss_base_netgroup”: "group2",
"nss_base sudoers": "sudol",
"scope”: "sub",

"state": "merged",
"timelimit": 15

Commands: []

Commands: [

{

llmap": {
"attribute": [
{
"from": "attrl",
"to": "attr3"
}
1,
"override attribute": [
{
"from": "attrl",
"to": "attr2"
s
{
"from": "attr3",
"to": "attr4"
}
]
}s
"name": "global",
"servers": [
{
"address": "244.178.44.111"
}s
{
"address": "89.0.142.86"
}

1,
"state": "deleted"

"binddn": "CN=example.com",
llmap": {

"default _attribute": [
{

"from": "attrl",
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Before

Before: [

{

"bindpw": {
"encrypted"”: true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s
"map": {
"attribute": [
{
"from": "attrl",
"to": "attr3"

}
1,
"override attribute": [
{
"from": "attrl",
"to": "attr2"

}s
{

"from": "attr3",
"to": "attr4"

]
}s

"name"”: "global",
"servers": [
{
"address": "89.0.142.86",
"ssl": "off"

}s

"address": "244.178.44.111",
"priority": 10,
"SS]_": IIO_F_FlI

"binddn": "CN=example.com",
"idle timelimit": 20,

"name": "nss",
"nss_base_netgroup": "group2",
"nss_base sudoers”: "sudol",
"scope": "sub",

"timelimit": 15

Ilname": llpamllJ

"pam_login_attribute": "loginattrstring"

Before: [

{

}s

"bindpw": {
"encrypted”: true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s
"map": {
"attribute": [
{
"from": "attrl",
"to": "attr3"

}
I
"override attribute": [
{
"from": "attrl",
"to": "attr2"

}s
{

"from": "attr3",
"to": "attr4"

]
}s

"name": "global",
"servers": [
{
"address": "244.178.44.111",
"priority": 10,
"ssl": "off"

"address": "89.0.142.86",
"SS]_": IIO_F_F"

After:

After:

After

"binddn": "CN=example.com",
"idle timelimit": 20,

"name": "nss",
"nss_base_netgroup”: "group2”,
"nss_base_sudoers": "sudol",
"scope"”: "sub",

"timelimit": 15

Ilnamell: ||pamll,

"pam_login_attribute": "loginattrstring"

"Not defined”

[
"binddn": "CN=example.com",
"bindpw": {
"encrypted"”: true,
"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="
}s
"map": {
"default _attribute": [
{
"from": "attrl",
"to": "attr2"
}s
{
"from": "attr3",
"to": "attr4”
}
1,
"map_remote groups _to sonic roles":
{
"remote_group": "userl",
"sonic_roles": [
"admin",
"secadmin™
]
}s
{

"remote_group": "user2",
"sonic_roles": [
"secadmin”

|
}s
{

"remote_group":

"sonic_roles": [
"admin",
"operator"”,

"user3”,

Module exception

Error: "No Error"

Error: "No Error"
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User Input
"operator"”
]
}
1,
"objectclass": |
{
"from": "attrli",
"to": "attr3"
}
]
}s
"name"”: "global",

"nss_skipmembers": false,
"pam_login_attribute": "loginattrstring2",
"port": 390,
"security profile": "default",
"servers": [
{
"address": "89.0.142.85",
"port": 1550,
"priority": 10,
"ssl": "start tls"

}
1
"source_interface": "Ethl/9",
"ssl": "off",
"version": 2
}s
{
"base": "base name",
"bind_timelimit": 5,
"binddn": "CN=example.com",
"bindpw": {
"encrypted": true,
"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="
}s
"name": "sudo",
"sudoers base": "auto",
"sudoers_search_filter": "filterl",
"timelimit": 10,
"version": 3
}
Input: [
{
"binddn": "CN=example.com",
"bindpw": {

"encrypted": true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s
"map": {
"default _attribute": [
{
"from": "attrl",
"to": "attr2"
}s
{
"from": "attr3",
"to": "attr4”
}
1,
"map_remote groups_to sonic _roles": |
{
"remote_group": "userl”,
"sonic_roles": [
"secadmin",
"admin"
]
}s
{
"remote_group": "user2",
"sonic_roles": [
"secadmin”
]
}s

{
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Commands
"to": "attr2"
}s
{
"from": "attr3",
"to": "attr4"
}
I,
"map_remote groups_to sonic roles": [
{
"remote_group": "userl”,
"sonic_roles": [
"admin",
"secadmin”
]
}
{
"remote_group": "user2",
"sonic_roles": [
"secadmin”
]
}
{
"remote_group": "user3",
"sonic_roles": [
"admin",
"operator"”,
"secadmin”
]
}
I,
"objectclass": [
{
"from": "attrl",
"to": "attr3"
}
]
3
"name": "global",

"nss_skipmembers": false,
"pam_login_attribute”: "loginattrstring2",
"port": 390,
"security profile": "default",
"servers": [
{
"address": "89.0.142.85",
"port": 1550,
"priority": 10,
"ssl": "start tls”

}
1,
"source interface": "Ethl/9",
"ssl": "off",
"state": "replaced”,

"version": 2

"base": "base name",

"bind timelimit": 5,
"binddn": "CN=example.com",
"bindpw": {

"encrypted”: true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s

"name": "sudo",

"state": "replaced",

"sudoers base": "auto",

"sudoers _search_filter": "filterl",
"timelimit": 10,

"version": 3

Commands: |[]

Before
{
"binddn": "CN=example.com",
"idle timelimit": 20,
"name": "nss",
"nss_base_netgroup”: "group2”,
"nss_base sudoers": "sudol",
"scope"”: "sub",
"timelimit": 15
}s
{
"name": "pam",
"pam_login_ attribute"”: "loginattrstring"
}
Before: |
{
"binddn": "CN=example.com",
"bindpw": {

"encrypted": true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s
"map": {
"default _attribute": [
{
"from": "attrl",
"to": "attr2"
}s
{
"from": "attr3",
"to": "attr4"
}
1,
"map_remote groups_to sonic roles": |
{
"remote_group": "userl",
"sonic_roles": [
"admin",
"secadmin”
]
}s
{
"remote_group": "user2",
"sonic_roles": [
"secadmin”
]
}s
{

After:

After
"secadmin”
]
}
1
"objectclass": |
{
"from": "attrl",
"to": "attr3"
}
]
}s
"name"”: "global",

"nss_skipmembers": false,
"pam_login_attribute": "loginattrstring2",
"port": 390,

"security profile": "default",
"servers": [
{

"address": "89.0.142.85",
"port": 1550,

"priority": 10,

"ssl": "start tls”

}
1,
"source_interface": "Ethl/9",
"ssl": "off",

"version": 2

"binddn": "CN=example.com",
"idle timelimit": 20,

"name"”: "nss",

"nss_base _netgroup”: "group2”,
"nss_base sudoers": "sudol",
"scope"”: "sub",

"timelimit": 15

"name": "pam",

"pam_login_attribute”: "loginattrstring"
"base"”: "base name",

"bind _timelimit": 5,

"binddn": "CN=example.com",

"bindpw": {

"encrypted": true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s

"name": "sudo",

"sudoers base": "auto",
"sudoers_search_filter": "filterl",

"timelimit": 10,
"version": 3

"Not defined”

Module exception

Error: "No Error"
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}s
{
}
]
Input:
{
}
]

User Input

"remote_group": "user3",
"sonic _roles": [
"secadmin",

"admin",
"operator”
]
}
1,
"objectclass": [
{
"from": "attrl",
"to": "attr3"
}
]
}s
"name": "global",

"nss_skipmembers": false,
"pam_login_attribute": "loginattrstring2",
"port": 390,
"security profile": "default",
"servers": [
{
"address": "89.0.142.85",
"port": 1550,
"priority": 10,
"ssl": "start tls”

}
I,
"source_interface": "Ethl/9",
"ssl": "off",

"version": 2

"base": "base name",

"bind timelimit": 5,
"binddn": "CN=example.com",
"bindpw": {

"encrypted”: true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s

"name": "sudo",

"sudoers_base": "auto",

"sudoers search_filter": "filterl",

"timelimit": 10,
"version": 3

[
"map": {
"map_remote groups_to sonic _roles": [
{
"remote_group": "userl",
"sonic _roles": [
"secadmin",
"admin™
]
}
{

"remote_group": "user2",
"sonic_roles": [
"secadmin",

"admin™
|
}s
{

"remote_group": "user3",
"sonic_roles": [
"secadmin”

]
}s
{

"remote_group”: "user4”,
"sonic_roles": [
"operator"”

]
}
]
}s
"name"”: "global",
"servers": [
{
"address": "89.0.142.85",
"priority": 10
}
]
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Commands

Commands: [

"binddn": "CN=example.com",
"bindpw": {
"encrypted”: true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s
"map": {
"default _attribute": [
{
"from": "attrl",
"to": "attr2"
}s
{
"from": "attr3",
"to": "attr4"
}
I,
"map_remote groups_to sonic roles": |
{
"remote_group": "user3",
"sonic_roles": [
"admin",
"operator"”,
"secadmin”
]
}
I,
"objectclass": [
{
"from": "attrl",
"to": "attr3"
}
]
}s
"name": "global",

"nss_skipmembers": false,
"pam_login attribute": "loginattrstring2"
"port": 390,
"security profile": "default",
"servers": [
{
"address": "89.0.142.85",
"port": 1550,

Before
"remote_group": "user3",
"sonic_roles": [
"admin",
"operator"”,
"secadmin”
]
}
1,
"objectclass": [
{
"from": "attrl",
"to": "attr3"
}
|
}s
"name": "global",

"nss_skipmembers": false,
"pam_login_attribute": "loginattrstring2",
"port": 390,
"security profile": "default",
"servers": [
{
"address": "89.0.142.85",
"port": 1550,
"priority": 10,
"ssl": "start tls"

}
1,

"source_interface": "Ethl/9",
IISSlIl: IIO_F_FII’
"version": 2

"binddn": "CN=example.com",
"idle timelimit": 20,

"name": "nss",
"nss_base_netgroup": "group2",
"nss_base sudoers”: "sudol",
"scope": "sub",

"timelimit": 15

Ilname": llpamllJ
"pam_login_ attribute": "loginattrstring"

"base": "base name",
"bind timelimit": 5,
"binddn": "CN=example.com",
"bindpw": {

"encrypted"”: true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s

"name": "sudo",

"sudoers_base": "auto",
"sudoers_search filter": "filterl",
"timelimit": 10,

"version": 3

Before: [

{

"binddn": "CN=example.com",
"bindpw": {
"encrypted"”: true,

"pwd" : "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s
"map": {
"default _attribute": [
{
"from": "attrl",
"to": "attr2"
}s
{
"from": "attr3",
"to": "attr4"
}
1,
"map_remote groups_to sonic roles": [
{
"remote_group": "userl",
"sonic_roles": [
"admin",
"secadmin”
]
}s
{
"remote_group": "user2",
"sonic_roles": [
"secadmin”
]
}s
{
"remote_group": "user3",
"sonic_roles": [
"admin",
"operator",
"secadmin™
]
}
1,
"objectclass": [
{

"from": "attrl",

After: [

After
{
"map": {
"map_remote groups _to sonic roles": |
{
"remote_group": "userl",
"sonic_roles": [
"admin",
"secadmin”
]
}s
{
"remote_group”: "user2",
"sonic_roles": [
"admin",
"secadmin”
|
}s
{

"remote_group": "user3",
"sonic_roles": [
"secadmin”

]
}s
{

"remote_group”: "user4”,
"sonic_roles": [
"operator”

]
}
]
3
"name"”: "global",

"nss_skipmembers": false,
"servers": [

{
"address": "89.0.142.85",
"priority": 10
}
]
}s
{
"binddn": "CN=example.com",

"idle timelimit": 20,

Module exception

Error: "No Error"
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User Input

Input: [
{
"map": {
"map_remote groups_to sonic _roles": [
{
"remote_group": "userl"”,
"sonic_roles": [
"secadmin",
"admin”
|
}s
{
"remote_group": "user2",
"sonic_roles": [
"secadmin",
"admin"
]
}s
{

"remote_group": "user3",
"sonic_roles": |
"secadmin”

]
}s
{

"remote_group": "user4”,
"sonic_roles": [
"operator"”

]
}
]
}s
"name": "global",
"servers": [
{
"address": "89.0.142.85",
"priority": 10
}
]
}
]

Commands

"ssl": "start tls”

}
1,
"source_interface": "Ethl/9",
"ssl": "off",

"state": "deleted",
"version": 2

}s
{
"map": {
"map_remote groups _to sonic roles": |
{
"remote _group": "userl"”,
"sonic_roles": [
"admin",
"secadmin”
]
}s
{
"remote_group": "user2",
"sonic_roles": [
"admin",
"secadmin”
]
}s
{

"remote_group": "user3",
"sonic_roles": [
"secadmin”

]
}s
{

"remote_group": "user4”,
"sonic_roles": [
"operator"”

]
}
]
3
"name": "global",
"state"”: "replaced”
}

Commands: []
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Before
"tO": lla_ttr‘3ll
]
}>

"name"”: "global",
"nss_skipmembers"”: false,

"pam_login attribute": "loginattrstring2",

"port": 390,
"security profile": "default”,
"servers": [
{
"address": "89.0.142.85",
"port": 1550,
"priority": 10,
"ssl": "start tls"

¥
1,

"source_interface": "Ethl/9",
"SSl": IIO_F_FII’
"version": 2

"binddn": "CN=example.com",
"idle timelimit": 20,

"name": "nss",
"nss_base_netgroup": "group2",
"nss_base _sudoers": "sudol",
"scope”: "sub",

"timelimit": 15

Ilname": llpamll,
"pam_login_attribute": "loginattrstring”

"base": "base name",
"bind timelimit": 5,
"binddn": "CN=example.com",
"bindpw": {

"encrypted": true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s

"name": "sudo",

"sudoers_base": "auto",
"sudoers_search_filter": "filterl",
"timelimit": 10,

"version": 3

Before: [

{

"map": {
"map_remote groups_to sonic roles": |
{
"remote_group”: "userl"”,
"sonic_roles": [
"admin",
"secadmin”

"remote_group": "user2",
"sonic_roles": [
"admin",
"secadmin”

"remote_group": "user3",
"sonic_roles": |
"secadmin”

]

"remote_group": "user4”,
"sonic_roles": [
"operator”

]
}s

"name": "global",
"nss_skipmembers": false,
"servers": [
{
"address": "89.0.142.85",
"priority": 10

"binddn": "CN=example.com",
"idle timelimit": 20,

"name": "nss",
"nss_base_netgroup": "group2",
"nss_base sudoers”: "sudol",
"scope": "sub",

"timelimit": 15

Ilnamell: llpam"’
"pam_login_attribute": "loginattrstring"

After:

After
"name": "nss",
"nss_base_netgroup”: "group2",
"nss_base sudoers": "sudol",
"scope": "sub",
"timelimit": 15
llnamell: llpamll,
"pam_login_ attribute": "loginattrstring"
"base"”: "base name",
"bind timelimit": 5,
"binddn": "CN=example.com",
"bindpw": {

"encrypted": true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s

"name": "sudo",

"sudoers base": "auto",
"sudoers_search_filter": "filterl",

"timelimit": 10,
"version": 3

"Not defined"

Module exception

Error: "No Error"
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Commands
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Before

"base": "base name",
"bind timelimit": 5,
"binddn": "CN=example.com",
"bindpw": {

"encrypted"”: true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s

"name": "sudo",

"sudoers base": "auto",
"sudoers_search_filter": "filterl",

"timelimit": 10,
"version": 3

After

Module exception

}
|
test case overridden 01.1 Passed Input: [ Commands: [ Before: [ After: [ Error: "No Error"
{ { { {
"bindpw": { "map": { "map": { "bindpw": {
"encrypted”: true, "map_remote groups _to sonic roles": | "map_remote groups _to sonic_roles": "encrypted”: true,
"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios=" { { "pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="
T, "remote_group": "userl”, "remote_group": "userl”, T,
"map": { "sonic_roles": [ "sonic_roles": [ "map": {
"objectclass": [ "admin", "admin", "objectclass": [
{ "secadmin” "secadmin” {
"from": "attrl", ] ] "from": "attrl",
"to": "attr2" }, 1, "to": "attr2"
}s { { }s
{ "remote_group": "user2”, "remote_group”: "user2”, {
"from": "attr3", "sonic_roles": [ "sonic_roles": [ "from": "attr3",
"to": "attr4” "admin", "admin", "to": "attr4”
} "secadmin" "secadmin” }
] ] ] ]
}’ }J }) })
"name": "global", { { "name": "global",
"security profile": "default", "remote_group": "user3", "remote _group": "user3", "nss_skipmembers": false,
"servers": [ "sonic_roles": [ "sonic_roles": [ "security profile": "default",
{ "secadmin” "secadmin” "servers": [
"address": "89.0.142.85", ] ] {
"ssl1": "off" }, 1, "address": "89.0.142.85",
T, { { "ssl": "off"
{ "remote_group": "user4", "remote_group": "user4", 1,
"address": "244.178.44.111", "sonic_roles": [ "sonic_roles": [ {
"priority": 10, "operator"” "operator" "address": "244.178.44.111",
"ssl1": "off" ] ] "priority": 10,
} } } "ssl": "off"
] ] ] }
} ¥ }s |
] "name": "global", "name": "global", }
"nss_skipmembers": false, "nss_skipmembers": false, ]
"servers": [ "servers": [
{ {
"address": "89.0.142.85" "address": "89.0.142.85",
} "priority": 10
1, }
"state": "deleted" ]
I }s
{ {
"name": "nss", "binddn": "CN=example.com",
"state": "deleted" "idle timelimit": 20,
}, "name": "nss",
{ "nss_base_netgroup"”: "group2",
"name": "pam", "nss_base _sudoers": "sudol",
"state": "deleted" "scope"”: "sub",
}, "timelimit": 15
{ }s
"name": "sudo", {
"state": "deleted" "name": "pam",
}, "pam_login_attribute": "loginattrstring”
{ }s
"bindpw": { {
"encrypted”: true, "base"”: "base name",
"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios=" "bind timelimit": 5,
1, "binddn": "CN=example.com",
"map": { "bindpw": {
"objectclass": [ "encrypted": true,
{ "pwd" : "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="
"from": "attrl", },
"to": "attr2" "name": "sudo",
}, "sudoers_base": "auto",
{ "sudoers_search _filter": "filterl",
"from": "attr3", "timelimit": 10,
"to": "attr4" "version": 3
} }
] ]
3
"name": "global",
"security profile": "default",
"servers": [
{
"address": "244.178.44.111",
"priority": 10,
"ssl": "off"
}
{
"address": "89.0.142.85",
"ssl": "off"
}
1,
"state": "overridden"
}
]
test case overridden 01.2 Passed Input: [ Commands: [] Before: [ After: "Not defined" Error: "No Error"

{ {
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Testcase name Status User Input Commands Before After Module exception
"bindpw": { "bindpw": {
"encrypted”: true, "encrypted”: true,
"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios=" "pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="
}s }s
"map": { "map": {
"objectclass": [ "objectclass": [
{ {
"from": "attrl", "from": "attrl",
"to": "attr2" "to": "attr2"
}s }s
{ {
"from": "attr3", "from": "attr3",
"to": "attr4” "to": "attr4”
} }
] ]
}s }s
"name"”: "global", "name"”: "global",
"security profile": "default", "nss_skipmembers": false,
"servers": [ "security profile": "default",
{ "servers": [
"address": "89.0.142.85", {
"ssl1": "off" "address": "244.178.44.111",
}, "priority": 10,
{ "ssl": "off"
"address": "244.178.44.111", },
"priority": 10, {
"ssl1": "off" "address": "89.0.142.85",
} "ssl": "off"
] }
} ]
] }
]
test case overridden 02.1 Passed Input: [ Commands: [ Before: [ After: [ Error: "No Error"
{ { { {
"bindpw": { "name": "global", "bindpw": { "bindpw": {
"encrypted”: true, "nss_skipmembers": false, "encrypted”: true, "encrypted”: true,
"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios=" "security profile": "default", "pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios=" "pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="
1, "state": "deleted" }, 1,
"map": { }, "map": { "map": {
"objectclass": [ { "objectclass": [ "objectclass": [
{ "binddn": "CN=example.com", { {
"from": "attrl", "idle timelimit": 20, "from": "attrl", "from": "attrl",
"to": "attr2" "name": "nss", "to": "attr2" "to": "attr2"
1, "nss_base netgroup": "group2", 1, },
{ "nss_base sudoers": "sudol", { {
"from": "attr3", "scope": "sub", "from": "attr3", "from": "attr3",
"to": "attr4” "state": "overridden” "to": "attr4” "to": "attr4”
} }s } }
] { ] ]
1, "base": "admin", }, 1,
"name": "global", "binddn": "CN=example.com", "name": "global", "name": "global",
"servers": [ "bindpw": { "nss_skipmembers": false, "nss_skipmembers": false,
{ "encrypted"”: true, "security profile": "default", "servers": [
"address": "89.0.142.85", "pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios=" "servers": [ {
"ssl1": "off" 1, { "address": "89.0.142.85",
}, "name": "pam", "address": "244.178.44.111", "ssl": "off"
{ "retry": 3, "priority": 10, 1,
"address": "244.178.44.111", "scope": "one", "ssl": "off" {
"priority": 10, "state": "overridden® }, "address": "244.178.44.111",
"ssl1": "off" }, { "priority": 10,
} { "address": "89.0.142.85", "ssl1": "off"
] "base": "base name", "ssl": "off" }
}s "bindpw": { } ]
{ "encrypted"”: true, ] },
"binddn": "CN=example.com", "pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios=" } {
"idle timelimit": 20, T, ] "binddn": "CN=example.com",
"name": "nss", "name": "sudo", "idle timelimit": 20,
"nss_base_netgroup”: "group2", "state": "overridden", "name”: "nss",
"nss_base_sudoers": "sudol", "sudoers_base": "auto", "nss_base_netgroup": "group2",
"scope": "sub" "sudoers_search filter": "filterl", "nss_base _sudoers": "sudol",
1, "timelimit": 10, "scope"”: "sub"
{ "version": 2 },
"base": "admin", } {
"binddn": "CN=example.com", ] "base": "admin",
"bindpw": { "binddn": "CN=example.com",
"encrypted": true, "bindpw": {
"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios=" "encrypted"”: true,
1, "pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="
"name": "pam", 1,
"retry": 3, "name": "pam",
"scope": "one" "retry": 3,
T, "scope": "one"
{ }s
"base": "base name", {
"bindpw": { "base”: "base name",
"encrypted": true, "bindpw": {
"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios=" "encrypted"”: true,
1, "pwd" : "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="
"name": "sudo", 1,
"sudoers base": "auto", "name": "sudo",
"sudoers_search_filter": "filterl", "sudoers_base": "auto",
"timelimit": 10, "sudoers_search_filter": "filterl",
"version": 2 "timelimit": 10,
} "version": 2
] }
]
test case overridden 02.2 Passed Input: [ Commands: [] Before: [ After: "Not defined" Error: "No Error"
{ {
"bindpw": { "bindpw": {
"encrypted": true, "encrypted": true,

"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios=" "pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s }s
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Testcase name Status User Input Commands Before After Module exception
"map": { "map": {
"objectclass": [ "objectclass": [
{ {
"from": "attrl", "from": "attrl",
"to": "attr2" "to": "attr2"
}s }s
{ {
"from": "attr3", "from": "attr3",
"to": "attr4" "to": "attr4"
} }
] ]
}s }s
"name”: "global", "name": "global",
"servers": [ "nss_skipmembers": false,
{ "servers": [
"address": "89.0.142.85", {
"ssl": "off" "address": "244.178.44.111",
}, "priority": 10,
{ "ssl": "off"
"address": "244.178.44.111", },
"priority": 10, {
"ssl": "off" "address": "89.0.142.85",
} "ssl": "off"
] }
}s ]
{ }s
"binddn": "CN=example.com", {
"idle timelimit": 20, "binddn": "CN=example.com",
"name": "nss", "idle timelimit": 20,
"nss_base_netgroup”: "group2”, "name": "nss",
"nss_base sudoers”: "sudol", "nss_base_netgroup”: "group2",
"scope"”: "sub" "nss_base _sudoers": "sudol",
1, "scope": "sub"
{ }s
"base": "admin", {
"binddn": "CN=example.com", "base": "admin",
"bindpw": { "binddn": "CN=example.com",
"encrypted": true, "bindpw": {
"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios=" "encrypted": true,
}, "pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="
"name": "pam", },
"retry": 3, "name": "pam",
"scope”: "one" "retry": 3,
1, "scope": "one"
{ }s
"base": "base name", {
"bindpw": { "base": "base name",
"encrypted”: true, "bindpw": {
"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios=" "encrypted": true,
1, "pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="
"name": "sudo", 1},
"sudoers_base": "auto", "name": "sudo",
"sudoers search_filter": "filterl", "sudoers base": "auto",
"timelimit": 10, "sudoers_search_filter": "filterl",
"version": 2 "timelimit": 10,
} "version": 2
] }
]
test case delete all.l Passed Input: [] Commands: [ Before: [ After: [] Error: "No Error"
{ {
"name": "global", "bindpw": {
"state": "deleted" "encrypted”: true,
}, "pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="
{ }s
"name": "nss", "map": {
"state": "deleted" "objectclass": [
}s {
{ "from": "attrl",
"name": "pam", "to": "attr2"
"state": "deleted" 1,
}s {
{ "from": "attr3",
"name": "sudo", "to": "attr4”
"state": "deleted" }
} ]
] }s
"name"”: "global",

"nss_skipmembers": false,
"servers": [
{
"address": "89.0.142.85",
"ssl": "off"

}s

{
"address": "244.178.44.111",

"priority": 10,
"SS]_": IIO_F_F"

"binddn": "CN=example.com",
"idle timelimit": 20,

"name": "nss",
"nss_base_netgroup": "group2",
"nss_base sudoers”: "sudol",
"scope": "sub"

"base": "admin",
"binddn": "CN=example.com",
"bindpw": {
"encrypted”: true,
"pwd": "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="
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After Module exception

Commands Before

Testcase name Status User Input
}s

Ilname": llpamllJ
"retry": 3,
"scope": "one"

"base": "base name",
"bindpw": {
"encrypted": true,
"pwd" : "U2FsdGVkX19eY7P3gRyyjaFsQgjoSQE71IX6IeBRios="

}s

"name": "sudo",

"sudoers base": "auto",
"sudoers_search_filter": "filterl",
"timelimit": 10,

"version": 2

[] After: "Not defined" Error: "No Error"

[ ] Commands: [] Before:

test case delete all.2 Passed Input:

Testcase Complete Summary: Total: 26, Passed: 26, Failed: 0
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